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Version Changes Author

1.0 Initial release Stephen Squires

2.0 Update to ISO certificate information and devices supported Anja Schlensog

3.0 Update to mobile transmission and network security features Anja Schlensog

4.0 Update to HDS certification and mobile and network security features Clémence Dini

1. Version

2. Purpose of this document
The purpose of this document is to provide IT security officers and IT managers with information relating to data privacy  
and data protection when using AirView, ResMed's cloud-based patient management solution.

The document explains the AirView system architecture and server infrastructure. It answers frequently asked questions and outlines 
the security mechanisms that ensure data protection and privacy.

3. Introduction
AirView conforms to the requirements of the EU Medical Devices Directive (93/42/EEC) and was developed in accordance with 
relevant harmonised standards, including:

•  EN 62304:2006/AC:2008 - Medical device software - Software life-cycle processes  

•  EN ISO 14971:2012 - Medical devices - Application of risk management to medical devices

AirView was built to comply with EU 95/46/EC, HDS certification, ISO 27001 and other global privacy healthcare regulations, 
including US HIPAA, HITECH and EU privacy legislation.
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4. Data transmission 

The following diagram provides an overview of the change transmission process for device and therapy data and device 
settings in AirView:

4.1 Device and therapy data transmission

Device and therapy data can be sent to the AirView platform in two ways: wirelessly via the telecommunication network  
and manually by uploading data from the SD card included with the device.

AirView authorised users are able to access device data via the cloud in AirView, via the internet.

4.2 Device setting change

The remote setting change functionality in AirView allows clinical users to change a patient's therapy settings remotely  
via the telecommunication network or SD card.

Settings changes saved on an SD card are not applied until the card is plugged into the device.

Settings changes will not appear immediately in AirView and cannot be operated in real time on the device, meaning  
that patients will not be affected while using their device. The new settings will be applied the next time the patient starts  
the device.

All settings changes are restricted to legal modes and settings corresponding to the patient's therapy device. Clinical users  
can log in to AirView to see a log of any setting changes made remotely.

Only clinical users within the organisation have permission to change therapy settings in AirView. Clinical users may include 
homecare providers, hospital clinical staff or physicians. AirView notifies the clinical users within the organisation when the 
new settings have been applied and logged. 

1   Built-in wireless data upload is available for Air10 and Lumis devices.
2   Wireless data upload is available for Stellar and Astral when using the RCM (ResMed Connectivity Module).
3   SD card data upload is available for Air10 and Lumis devices.
4   Remote settings is available for Air10 and Lumis devices only.
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5. AirView hosting

AirView is hosted with Informatique de Sécurité (IDS), a third-party hosting provider located in France. 

ResMed, as a provider of connected medical devices, organises the management of health data hosting and obtained  
HDS certification and ISO 27001 in 2020.

5.1 HDS certification

HDS (Hébergement de Données de Santé), for health data hosting, is a French certification based on several ISO standards 
and, in particular ISO 27001, which is recognised globally for the management of information security risks. Under HDS, 
organisations like IDS that host the health data of French patients, and organisations like ResMed that manage the hosting  
of that data, must have an Information Security Management System (ISMS) that meets regulatory requirements. 

5.2 Who is IDS?

IDS was founded in 1986 and is a specialist healthcare data hosting provider that holds HDS certification to host medical data, 
ensuring high security standards such as the ISO 27001. IDS is listed on the ANS (Agence du Numérique en Santé) list of 
providers that are approved to host personal health data. 

5.3 IDS infrastructure

IDS operates two data centres that are both located in France. The primary system is located in Montceau-les-Mines; the 
backup system is in Limonest. The two centres are connected through a secure link. Both primary and backup centres have 
dedicated external networks with failover, which guarantees a high level of network redundancy.

5.4 IDS physical security

Access to the IDS data centres is highly secure. The sites are controlled by video surveillance systems and electronic badges 
are required to access the offices. 

5.5 Data control

AirView applies logical controls within the application and database tier to ensure that data from one organisation can never 
be viewed or altered by any other organisation. These controls include database foreign key constraints, views and specific 
application logic. These controls are tested at least yearly by a specialised security penetration testing firm.
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6. Data security

 6.1 Two-factor authentication

AirView requires two-factor authentication. To access AirView, users must pass two levels of security authentication.

6.2 Vulnerability assessment

Reputable firms in the security industry regularly perform application vulnerability penetration testing on AirView.

6.3 Security assessments

ResMed strives to continuously improve its security posture. Processes and procedures, as well as risk assessments  
for AirView, are continuously updated to match the growing risks that every internet-exposed application faces today.

Each year, AirView is audited both internally and externally.

6.4 Data encryption

AirView uses database encryption technologies to secure sensitive personal data. All communication with AirView is encrypted 
using HTTPS TLS technologies. The strength and security of HTTPS cyphers are periodically assessed to ensure only the most 
secure cyphers are used. All backups are encrypted and kept in the secure data centre. 

6.5 Data communication

Device data transmitted through the telecommunication network does not contain patient-identifying data. 

6.6 Server patch management

A documented process for updates is performed to minimise customer impact. The schedule for update deployment  
depends on the impact and urgency of the update. Updates for customer impacting systems are first installed and tested  
in development environments before they are installed in production systems.

6.7 Firewalls

Firewalls are deployed on the perimeter. Updates are maintained by our hosting provider. Access is restricted to hosting 
provider staff. All non-used ports are blocked.
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 6.8 Audit logging 

ResMed implements audit logging on all systems that store or process critical information. We centralise all logs in one location 
and use a Security Information and Event Management (SIEM) application to analyse the logs. We set up the SIEM to notify 
staff of any specific events or intrusions. Staff use a documented process to review each event and review standard log reports 
daily.

6.9 Access control

Access is kept to a strict minimum and controlled via an Access Control List (ACL). Services are run under service accounts 
that are given the minimum access necessary to perform their function.

6.10 Server hardening

At ResMed, we harden our host servers. We disable or remove unnecessary services and remove unnecessary software, 
usernames and logins.
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7. FAQs 

Q:  Does IDS require the use of two-factor authentication for the administrative control of servers, routers, switches and 
firewalls?

A:  Yes. Before IDS permits access, administrative users must access a maintenance portal through a VPN. They are then 
required to register and justify their access.

Q:	 Does	IDS	provide	load	balancing	and	redundancy?

A:  Yes. IDS provides load balancing and redundancy by using active load balancers within each server room and by providing 
a Disaster Recovery mechanism between their two data centres, deployed and tested by ResMed.

Q:	 Does	IDS	contract	for,	or	provide	protection	against,	denial-of-service	attacks	against	its	internet	presence?

A: Yes. Access is provided through two different ISPs. Direct IP addressing is rejected, and connection to critical applications  
 requires the presentation of a client certificate.

Q:	 Does	IDS	have	privilege	management	or	database	activity	monitoring	controls?

A:  Yes. Access to the application servers is reserved to ResMed staff through the maintenance portal. The portal provides   
different levels of access privilege, following the Role-Based Access Control (RBAC) principle. Actions performed on 
servers and databases are logged.

Q:	 How	does	IDS	mitigate	hardware	issues	or	data	corruption?

A:  Inside each data centre, hardware is replicated (physical servers, switches, storage systems). 
ResMed deploys snapshots and backups for databases in order to recover data in case of data corruption.

Q:	 Are	system	logs	maintained?

A: Yes. IDS records all actions performed by any user, as required in the HDS framework. ResMed defined and applied  
 a log retention policy for troubleshooting, security and compliance purposes.
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